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Key websites for further study

Seneca
Craig n Dave
TEACH ICT
BBC BITESIZE

J277 Computer Science Specification

Oxford Cambridge and RSA

Programming tutorials

Click here to access python online ( REPLIT)

. Watch this video about Variables: click here

. Watch this video about IF Statements: click here
. Watch this video about Lists: click here

. Watch this video about While loops: click here

. Watch this video about For loops: click here

. Watch this video about Functions/Procedures: click here

. Watch this video about Random Module: click here



https://senecalearning.com/en-GB/
https://www.youtube.com/c/craigndave/playlists?view=50&sort=dd&shelf_id=2
https://teach-ict.com/2016/GCSE_Computing/OCR_J277/OCR_J277_home.html
https://www.bbc.co.uk/bitesize/examspecs/zmtchbk
https://www.ocr.org.uk/Images/558027-specification-gcse-computer-science-j277.pdf
https://replit.com/
https://www.loom.com/share/dc712f6e2c5f45a3bddef8629884496c
https://www.loom.com/share/c7c33905f2c847c8a80d7e2aae707d07
https://www.loom.com/share/7e63257dc08043bf8daf15e3107f5e60
https://www.loom.com/share/d54670e39baf4ebd9f42311646811a93
https://www.loom.com/share/20cdc5c1b3e042b09cbc710f4dee6858
https://www.loom.com/share/6b1b16eee7fb4f9b94e9da473c7339bc
https://www.loom.com/share/3bb77e0e4ed94360bc9ae64205963237

GCSE Computer Science

Oxford Cambridge and RSA
Unit 1 — Computer Systems

1.1 - System Architecture
Key vocabulary
What happens during the fetch, decode and Fetch: The CPU retrieves Instructior)s from the RAM. Physical component of a
Decode: The ALU performs calculations on the data Hardware computer
execute cycle? . . . P
Execute: the instruction is carried out/performed
A storage location used to store
Register data whilst processing
How does the clock speed affect the performance The higher the clock speed value is the more instructions instructions
of a CPU? the CPU can process per second
A measure of how many FDE
Clock speed cycles can be completed per
The more cores you have, the more data can be processed second. Measured in hertz
Explain how cores can affect the performance of a by the CPU at one time. This is because they all work
CPU together to process data at one time. Therefore, improving Core A mini processor that processes
the speed of processing data. data
The larger the cache, the more frequently used data can be Cache Storage located on the CPU.
Explain how cache can affect the performance of a | held, reducing the time taken to fetch instructions. Used to store frequently used
CPU Therefore, speeding up the process of fetching, decoding data
and executing data.
Holds the address of the next instruction to be executed. B Fetch
State the purpose of the program counter? Once an instruction is fetched, this is increased by one.
Holds the data fetched from the RAM.
State the purpose of the MDR?
(2]
Holds the address of data/instructions to be fetched, this is EKE cute D"E"'l:ﬂ' 'dE'

State the purpose of the MAR?

copied to the address bus.

State the purpose of the accumulator?

Results of arithmetic and logic operations are stored here
until the CPU is instructed what to do next.

RIGHTS
RESPECTING
SCHOOLS

Article 13: Your right to have information.



GCSE Computer Scienc®

1.2 - Memory

Oxford Cambridge and RSA
Unit 1 — Computer Systems

State the purpose of
storage in a computer
system?

Retain data permanently or temporarily on a computer

Key vocabulary

RAM (Random Access Memory) is
the computer’s main memory that

>
State the purpose of Read Only Memory. Stores data such as the operating system. The ROM = holds the data, programs and files while
the ROM? is read only, which means it stores data that cannot be changed. they are being used.
State the purpose of Random Access Memory. Holds the programs and data Cl.!rrently in use. ROM (Read Only Memory). Stores data
the RAM/primary The more RAM a cgrpputer has, the more programs and files that can be §uch as the operating system. The ROM
storage? loaded at once. This is volatile, the contents are deleted when the s is read only, which means it stores data
computer is switched off. o that cannot be changed.
It is a chip built into the motherboard
This is used when there is not enough RAM to contain the programs and It contains the BIOS (boot up sequence
State the need for data currently being used. An area of.the hard disk is used to hold the for the computer)
virtual memorv? programs and data not frequently being used. As the user changes -
¥ programs, their page files are swapped with others in RAM. Too much E = A §egment located on the hard disk .
swapping can cause the disk to be thrashed. ERs drive, used'as temporary storage while
.; b a program is being used.

1.2 - Storage

Describe the characteristics of

optical storage?

Low cost per gig

portable

capacity

speed - read and write speed.

Describe the characteristics of

magnetic storage?

High capacity
Fast at reading and writing data

Describe the characteristics of

solid-state storage?

Very fast at reading and writing,
High cost per gig

Lightweight and portable

Fast at reading and writing data

State the 6 characteristics of
secondary storage devices

RIGHTS
RESPECTING
SCHOOLS

capacity, speed, portability , Durability,
reliability, cost.

Hard Disk Drive
(HDD)

Magnetic, has moving parts, large
capacity, lower cost than SSD

Solid State Drive
(SSD)

Flash memory, no moving parts, more
robust than HDD, faster and more
expensive than HDD

Flash memory

USB memory sticks, memory cards.

Optical Storage

CDs, DVDs. Cheap, portable and fairly
robust.

agnetic tape

Used for archive storage (backups).
Very large capacity, low cost, slow.

Article 13: Your right to have information.
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DENARY

Denary is the decimal number system that we are used to. It
uses the numbers ©-9 and the column headings go up in powers

UNITED KINGDOM

Oxford Cambridge and RSA
Article 12: Your right to

have information.

Unit 1 — Computer Systems

Key vocabulary

of 18.
100 (Hundreds) 10 (Tens) 1 (Units)
2 3 8
2 lots of 1@ 3 lots of 18 8 lots of 1
BINARY

Binary uses the numbers © and 2. The column headings go up

in power of 2:

Denary

The standard (base-10) number system that uses 10 symbols to represent
number values ( 0,1,2,3,4,5,6,7,8,9). Each place has a value of 10 times the
place to its right.

Binary

A base-2 number system used by computer systems that uses 2 symbols to
represent number values. The 2 symbols are 0,1. Each place has a value of
2 times the place to its right. Binary makes it easy to represent 2 electrical
states: on and off.

128 64 32 16 8 4 2 1
e 1 e e 5] 1 1 1
64 + 4 + 2 +1=71
HEXADECIMAL

Hexadecimal uses @8- F (A=1@, B=11, C=12, D=13, E=14, F=15).
The headings go up in powers of 16.
3% 16 = 48 :
16 - D (13) *1=13 |
3 D | 48413261 :
3 lots of 16 D (13) lots of 1 B

8 4 2 1

To convert a binary number to Hexadecimal, split into 2:

e e 1 1

8 | 4 2 | 1
1 1 e 1
D

Hexadecimal

A base-16 number system that uses 16 symbols to represent values (0, 1,
2,3,4,5,6,7,8,9,4a, b, c,d, e, f). Each place value is 16 times the value of
the place to its right. Hexadecimal is used because a single hexadecimal
digit can represent a nibble. This makes it easy for humans to understand
compared to long binary strings.

ASCII

Each character is represented by a 7 bit number with a 0 in front to make it
up to a byte.

Unicode

Each letter is represented by a 16-bit or 32-bit binary number. This gives at
least twice as many character options as ASCII and allows the character set
to represent characters and symbols from all languages.

1.2.3 — Units

What is the purpose
of parity bit?

A bit added to a binary string to indicate whether the total
number of 1-bits in the string is even or odd.
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RESPECTING Oxford Cambridge and RSA
miel  Article 12: Your right to Unit 1 — C ter Svst
18810616 1 This binary addition i 5T 1T o
P i This is a 1-bit image
+ 118911011 gives an overflow Er*r‘nr'r rECECRERD) <o it uses 2 colours.
1111100080 ‘?5 the.tt}tal does not fit EEEEREEE §a=wh1te i Loblack
1 11111 . in 8 bits (a byte). oo e |1 e
g (e |1 |e @

BINARY SHIFT Using more bits allows for more colour options:
A binary shift to the left multiplies the number by 16 (11|00 | 11|18 11 =g 11 . This is a 2-bit
2. A binary shift to the right divides it by 2. 111100 |11 [11 | EEEENEY OO [NEREEEN @ images so it uses
Below is an 8 bit binary number which has been 00 |00 | 01 | 00 | 00 4 colours.
shifted 2 places to the right. 11|11 00|11 |11 | [RERENEE 00 INEEEENE ' oo-uhite,
Original number 1 1 %) %) 1 1 %) 1 18|11 | e8| 11|10 11 EeiEm 11 . @1=blue, 10=red,

Shifted number 5] (5] 1 1 %) %) 1 1

. 11=black

1.2.4 Data storage
8 Denary to Hex
How are images The colour of each pixel is represented by a binary number If an image uses 1 bit to represent 166
made up of pixels? each colour then it will only have 2 colours: * Convert into Binary
128 64 32 16 8 4 2 1
How is sound made | When sound is recorded it is an analogue signal (waves). It has to be converted to a digital L] D l . t o] o Il t [+ ] o]
digital? signal so that it can be stored by a computer. This is done by sampling * Split into two 'Nibbles’
8 4 2 1 8 4 2 1
: : : : ) [t JofJ1[of[of1]1]o]
Explain the The number of bits used to store the sample. Higher bit rate means better quality sound, but . .
meaning of sample | more data for each sample so a larger file size. * Convert each ‘Nibble’ 1nto Hex
size/bit rate . 7 5 : . . 5 ;
Describe what is The number of samples a second. A high sample rate means more samples therefore more | o S
meant by sample data resulting in better sound quality and a larger sound file. A 6
rate/frequency
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1.2.5 Compression

What is
compression?

Compression is when a file is encoded so it uses fewer bits
than the original file format

What is lossless
compression?

Compression is when a file is encoded so it uses fewer bits
than the original file format Lossless compression Gets rid of
unnecessary data to re-present data without losing any
information. This process is reversible Lossy compression
Gets rid of the least essential data. This is an irreversible
process: once data is lost it can’t be recovered

Oxford Cambridge and RSA
Unit 1 — Computer Systems

Lossless Compression

nn

Lossy Compression

H-m

What is lossy
compression?

Compression is when a file is encoded so it uses fewer bits
than the original file format Lossless compression Gets rid of
unnecessary data to re-present data without losing any

Key vocabulary

The number of bits used to represent each pixel in a bitmap image. An

information. This process is reversible Lossy compression 5 ¢ -
Gets rid of the least essential data. This is an irreversible S 2 | 8bitimage can show 28 or 256 colours.
process: once data is lost it can’t be recovered 0o
.5 How many pixels are in a certain space — this is measured in “dots per
5 inch”. If there are more dots per inch then there are more pixels in the
g 2 image so it will have a higher resolution and a better picture quality.
i The analogue wave is smoother 2
{ and shows continuous data. The _ - - - - — -
i digs . The information about the image file that is stored within it. This makes
i digital sampling shows the « L . i : .
litude of the wave at = sure the file is displayed correctly. It can include: the height, width,
arrlp 1t ) B colour depth, resolution and file format as well as the time and date
. different points. g that the image was created.

@ RIGHTS
"4) RESPECTING
# SCHO!

UNITER KINGDOM

Article 13: Your right to have information.

Sampling

The amplitude of the wave is measured at regular intervals which
creates a digital representation of the wave. If samples are taken more
frequently then you will end up with a more accurate sound file but it
will be a larger file size.
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1.3 - Computer networks, connections and protocols Key vocabulary
NIC - Network Interface card. Hardware needed to provide E 2 or more computers
physical access to a network. 3 connected to share data
Modem - Modulator/Demodulator. Device used to convert 3
digital signals to analogue for transmission down a
Define the components that make up a network? telephone cable and vice-versa. g A computer component on a
Hub - A hub broadcasts an incoming signal to all ‘23 network
components on a network.
Router - Connects independent networks that have different o The amount of data
setups. £ travelling through a cable at
Switch - Forwards data packets on to the appropriate device E one time
on a network, thus reducing traffic.
LAN - Local Area Network confined to a single geographical Topology A particular way in which
Describe the difference between a LAN and WAN location. WAN - Wide Area Network is a group of LANs ::??uurfg;ire connected
connected over a large geographic location.

Each node has own cable that is linked to a central network
Define a “Star” Network topology? component (Hub or Switch). This component will broadcast
data to all devices or a relevant device

In a mesh topology there is no central connection point.
Define a “Mesh” network topology Instead, each node is connected to at least one other node
and usually to more than one.

A peer-to-peer network connects all devices together
What is the difference between a client server without a server. All computers are responsible for storing
network and a peer to peer network? data. A client server network connects all computers to a
central server. The server stores all data

Bandwidth - The amount of data that can be transferredin a
Define the term bandwidth? specific time. This is measured in megabits per second
(Mbps).

RIGHTS
RESPECTING
SCHOOLS

Article 27: Your right to a good standard of living.

UNITED KINGDOM



GCSE Computer Science

1.3 - Computer networks, connections and protocols

U

Oxford Cambridge and RSA

nit 1 — Computer Systems

Identify and
describe the
role of
protocols for
data
transmission?

TCP/IP - Transmission Control Protocol/Internet Protocol. Used to decide how data should be
split into packets, address, transmitted, routed and received.

POP - Post Office Protocol. Method used to retrieve email stored on a server.

IMAP - Internet Mail Access Protocol. Used to manage mailboxes on a remote server. Internet
Mail Access Protocol. Used to manage mailboxes on a remote server.

HTTP - Hyper Text Transfer Protocol. Used to request files. HTTPS is an authenticated service that
uses SSL to prevent interaction with unauthorised websites.

FTP - File Transfer Protocol - set of rules to transfer of files across a network

SMTP - Simple Mail Transfer Protocol. Used to push email from a device on to a server for
delivery.

Key vocabulary

Protocol

A set of instructions for
transmitting data on a network

Data
Packet

A data packet is a unit of data
made into a single package that
travels along a given network
path.

Network layers

Application layer - encodes/decodes the message in a form that is understood by the sender and
the recipient.

Transport layer - breaks down the message into small chunks (packets). Each packet is given a
packet number and the total number of packets. The recipient uses this information to assemble
the packets together in the correct order. It also allows the recipient to see if there are any
missing packets.

Network layer - adds the sender’s IP_ address and that of the recipient. The network then knows
where to send the message, and where it came from.

Data link layer - enables the transfer of packets between nodes on a network, and between one
network and another.

Server

A computer system that manages
access to a centralised resource

Transport

The passage/pathway for data
from one locations to another

Explain the
difference
between and
IP address and
a MAC
address?

IP address - A unique numbers that identify a network on the internet. MAC address - A unique
number given to a device so it can be identified on a network

RIGHTS
RESPECTING
SCHOOLS

)

UNITED KINGDOM

Article 27: Your right to a good standard of living.
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1.4 - Network security (Threats)

1.4 - Network security (Prevention methods)

What is the difference
between a virus and a worm?

A virus duplicates itself and attaches to
files. A worm duplicates itself and attaches
to computers on a network

Define penetration testing

Looking for a vulnerability in a network, setting
up and carrying out an attack to test the security
and ability to recover (data).

What is
the difference between
spyware and a trojan horse?

Spyware uses a keylogger to record what
you type when using a keyboard. Trojan

horses monitor the data packets flowing
through your router

Define Ransomware?

Ransomware is a program that denies you
access to your computer files and demands
money in exchange for your files

Describe what a brute force
attack is?

Brute force - Using software to try every
possible combination for a password until
the correct one is found.

Describe what is meant by
phishing?

Phishing - Emails pretending to be from an
official source, often asking the recipient to
click on a link to reset their account details.

Describe what is meant by
denial-of-service attack?

This attack is aimed shutting it down a
server. This is done by repeatedly sending
requests to the server in-order-to slow it
down so it can no longer perform its duty.

Describe what is meant by
SQL injection?

Putting SQL statements into a web-form to
trick the database into giving up data.

Describe data interception

Data interception - Capturing data while it is
being transferred.

Packet sniffing software - Examining data
packets to see if they match pre-determined
rules

Explain the roll of anti-
malware software

1.

Check every file on a computer system for
malicious software and quarantines it if
found

Checks files before being downloaded and
blocks the transaction if suspicious

What is the purpose of a
firewall?

Firewall - A filter used to protect a network by
preventing access to unauthorised users.

Explain how encryption is
used to protect data.

Encryption is the process of converting readable
text into non-readable text. By doing this, if
intercepted, the hacker will be less likely to read

it.

What is a physical security
measures to secure a
network?

Physical security protects the network from
physical harm or modification. Such as locked
doors and alarms.

@i

URITED KINGEOM

Article 36: You should be protected from doing things that could harm you.
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1.5 - Systems software
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Unit 1 — Computer Systems

Key vocabulary

What is the purpose of the
operating system?

Allows the hardware to communicate with the software

What are the 6 functions of the
operating system?

1. User interface (Providing the user interface to the user)

2. Memory management (Moves data from Storage to Memory)

3. Multitasking (running multiple programs at once)

4. Peripheral management (Communicating with external via drivers)
5. User management (Logging in, access rights)

6. File management (Moving, saving, copying and deleting files)

Software

The programs stored inside
the computers. Software is
made by coding

Optimise

to improve efficiency of
retrieval or processing

What is the purpose of utility
software?

Utility software are programs designed to optimise a computer system by
maintaining, securing and organising the system.

Peripheral

External device connected to a
computer

What is the purpose
of defragmentation?

Defragmentation is the process of finding related fragmented files and
putting them back together in one place. This speeds up retrieval time for
files.

What is the purpose of
encryption?

Encryption converts readable code into non-readable code to secure data on
a computer.

Driver

A small program designed to
allow the computer to
communicate with the
peripheral device

What is the purpose of
compression?

Data compression is designed to reduce the size of large files into small files.
Therefore, allowing it to fit onto smaller storage devices

GUI

Graphic user interface

What is the difference between
full and incremental back up?

full backup - this makes a copy of everything on the system, even if it has
not changed since the last backup

incremental backup - this makes a copy of only the new files or any files that
have changed since the last full backup and is much quicker to make than a
full backup

RIGHTS
RESPECTING
SCHooLs

8 Article 32: You should be protected from work that is dangerous.
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1.6 - Ethical, legal, cultural and environmental impacts of digital Key vocabulary
teCh nOlOgV A set of rules enforced on society
- 2 by a government organisation to
* Computer Misuse Act(1990) & ensure behaviour is managed
State which 5 laws were *  Freedom of Information Act(2000)
bought into place to help with e Communications Act(2003)
legal issues? * Data Protection Act(1998) Ethics is about doing the right
* Copyright, Designs and Patents Act, CPDA(1988) thing. Ethical behaviour requires
[7,) . .
State the purpose of the The Computer Misuse Act makes unauthorised access to computer material 2 firms to actin ways that
. . < stakeholders consider to be both
Computer Misuse Act? illegal. w fair and honest
State the purpose of the The Freedom of Information Act allows the public to see data related to the
Freedom of Information Act? activities of public authorities. i -
o Culture is a pattern of behavior
State the purpose of the Data The Data Protection Act sets out the requirements for the control of the stored 2 shared by a society, or group of
Protection Act? data about individuals. S people.

State the purpose of the
Copyright, Designs and Patents
Act?

The Copyright, Designs and Patents Act protects the intellectual rights of
individuals and organisations

State the purpose of the
Creative Commons License?

The Creative Commons Licence allows the author to give up some of the rights
to allow others to modify and redistribute their work under certain conditions.

Explain the difference
between Open source and
Proprietary software?

Open sources software can be accessed and adapted by anyone for free,
whereas Proprietary software is written by organisations to make a profit and
cannot be modified.

Define the term e-waste and
explain why it is a problem?

E-waste is electronic waste. All of our electronic waste is hazardous, and
causes problems to health and our environment.

RIGHTS

RESPECTING

Article 13: Your right to have information.
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Searching algorithms Key vocabulary
Looks for a specific value in a list. The algorithm is designed to find the - —
Explain the term binary search? middle number and decide if the number will be higher or lower. It will & Rearranging data so that it is in
’ then disregard half the data and repeat the instructions again until the £ a particular order
number is found e
> A 2-digit number system that
This algorithm simply checks every item in the list from start until P only uses 1 and 0
Explain the term linear search? finished. It reads the first value, compares it to the value you are looking o
for, if it is not the same then it will continue looking through each item.
E A set of instructions used by a
x computer to solve a task
Sorting algorithms &
galg =

Describe what happens when a
bubble sort algorithm is used?

A bubble sort takes a jumbled set of numbers and reorders them in
ascending order. This is done by taking each number and comparing it to
the number on its right to check if it higher, if it is, it swaps the numbers
around. This process is repeated until all numbers are in order

Describe what happens when a
insertion sort algorithm is used?

An insertion sort is less complex and efficient than a merge sort, but
more efficient than a bubble sort.

An insertion sort compares values in turn, starting with the second value
in the list. If this value is greater than the value to the left of it, no
changes are made. Otherwise, this value is repeatedly moved left until it
meets a value that is less than it. The sort process then starts again with
the next value. This continues until the end of the list is reached.

Describe what happens when an
merge sort algorithm is used?

Another example of a computer sorting algorithm is merge sort. This is a
more complex algorithm than bubble sort, but can be more efficient.

The merge sort algorithm repeatedly divides a list into two until all the
elements are separated individually. Pairs of elements are then
compared, placed into order and combined. The process is then repeated
until the list is recompiled as a whole.

@

unicef &

UNTED KINGDOM.

Article 13: Your right to have information.



l ' An oval represents a start
Aline is a connector that
> shows relationships
AITOWS between the
representative shapes
What shapes are
used in i i
parallelogram
flowcharts and Input/Output represents inpul or output
what are they
used for?
A rectangle represents a
Process process
. . g A diamond indicates a
Decislar dacision
Action — End
Start — Step — Decision
Action — End

Article 29

Oxford Cambridge and RSA
Unit 2 — Computer Systems

Enter username

Enter password

Try again

Username
& password

correct?

Load
programs

finish

: Your right to become the best that you can be.
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Logic gate diagrams

Logic gates and
their behaviours

NOT

AND

OR

Describe the
behaviours of
each logic gate?

The output value is
opposite to the input
value. If true is input,
false is output

This gate has 2 inputs.
Both inputs need to be
true to get a true output

This gate has 2 inputs.
Only one input needs to
be true to get a true
output

Key vocabulary
o = A logic gate is a digital gate that allows
w9 data to be transferred
S &
c o A diagram expressing all possible inputs
= and outputs
S ®
=
c a binary variable that can have one of two
© .
K] possible values. True or false, on or off, 1 or
S 0
(2]

How is data
recordedin a
truth table?

A ]
A Q
1 0
0 1

- a2 O o »

B
0
1
0
1

SUSEoNO! D

- o 0o o P

B
0
1
0
1

- = a2 0o p

When recording data in truth tables, all possible inputs and outputs need to be

recoded. See above.

Boolean expressions

Q=A"B

v Q=AvB

RIGHTS
RESPECTING
@fﬂfﬁ-- Article 29: Your right to become the best that you can be.
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Testing

Valid - sensible, possible data that the program should accept and be able to
Drocess Key vocabulary
What are the 3 types of A singl
testing? Invalid - data that the program cannot process and should not accept 5 single
; s alphanumeric digit
Boundary - valid data that falls at the boundary of any possible ranges 2
L
o

Iterative testing is carried out while a program is being developed. The

Describe iterative testing programmer writes a section of code (module) then tests it. The process 5 A whole number
repeats (iterates) until the module works as intended. é"
[=
Alpha testing is when the software is released for use by in-house test —
Final testing requires 2 types engineers. They try their best to break it by doing unexpected things to it. A group of
of testing, alpha and beta, ?_:” alphanumeric digits put
what is the difference Beta testing is released to a select group of hired or volunteer ﬁ together to make a
between them testers, unconnected to the development process to date. They use the word
program as intended, under realistic conditions. -
- A decimal number
g

Source code Object code

Written in a

high-level language (machine code)

Programming languages

Python, Visual Basic, Java, Logo, Scratch... All of these fall into the category of
what is the difference high-level languages. They are languages that use words to code programs.

between high-level and low-
level programming languages

0101010101 is a code called machine code this is low-level
programming language. Compilers are used to convert written code into @:gﬁgw
machine code scHooLs

Article 12: Your right to have information.
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